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The number of unfilled cybersecurity jobs keeps rising 
exponentially and as the demand grows, so do salaries. The time is 
ripe to transition into cybersecurity or accelerate your career. The 
Cyber Resilience Fundamentals course lays the foundation to 
turbo-charge your career in cybersecurity and position you as a 
business-savvy cyber professional with more than just technical 
skills.

ABOUT CYBER RESILIENCE FUNDAMENTALS

As the demand for skilled cybersecurity professionals rises, two critical obstacles remain:

1. The majority of aspiring cybersecurity professionals simply don’t know where to start. Most 
so-called entry-level or bridging cyber courses are too technical, time-consuming, and 
expensive for professionals still trying to find their feet in the industry.

2. Additionally, as cyber quickly transitioned into a broader business matter, most technical 
cybersecurity professionals were caught unprepared. Many are constantly struggling to 
articulate cyber risk and strategies in clear business terms, failing to make an impact with 
business stakeholders, and derailing their careers. 

The Cyber Resilience Fundamentals (CRF) course bridges these critical gaps. Designed to complement 
technical cybersecurity certifications, the CRF is the perfect foundation for aspiring and advancing 
cybersecurity professionals.

In just seven weeks, you will develop an in-depth understanding of key cyber risks and their 
implications to broader business goals, learn the critical domains that underpin a cyber resilience 

strategy, and understand how business leaders make quality decisions under pressure.

I’d like to say a huge thanks to the Cyber Leadership Institute foundersJan Schreuder, Phillimon
Zongo and Darren Argyle FCIIS and the team who is supporting this great community of senior security 
leaders to stay on top of their games and to keep making difference in the Cyber field.

Glauco Georgini – Virtual CISO/CSRO

FEEDBACK FROM OUR DELEGATES

Excited to have just received this from the Cyber Leadership Institute. Thank you for putting together a 
wealth of resources and for developing a comprehensive programme. This programme has been a fantastic 
learning experience for someone who's non-technical like myself and will definitely be my go to for 
continued learning.
Niveda – Business Director – Global Banking & Financial Markets at BT

It's an excellentprogram that covers the concrete areas of cyber resilience with clear and complete 
explanations that are accessible without too many technical terms.
FrédéricMorisod – CISO

1

2

3



3Cyber Resilience Fundamentals

The Cyber Resilience Fundamentals course has been designed for those eager to 
transition into the field of cybersecurity and for technical cybersecurity 
professionals keen to advance their non-technical skills. The course equips you 
with the foundational knowledge and skills to advance your cybersecurity career.

A technical cybersecurity professional wanting to sharpen 

their cyber risk management skills to executives and boards.

A career changer keen to transition into the booming cyber 

security industry.

An entry-level cybersecurity professional eager to fast-track 

your career.

A recent graduate seeking to hit the ground running and 

accelerate you’re your career to the top.

Who are you?

WHO IS CYBER RESILIENCE FUNDAMENTALS 
FOR?

A business executive seeking to sharpen your cyber risk 

oversight skills.
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WHAT YOU’LL LEARN

Developing Cyber Resilient Culture

Develop an understanding of the criticality of the human factor in cyber resilience strategies and 
understand why cyber criminals have used social engineering as a successful hacking technique 
for decades. Learn the mechanisms to cultivate a cyber-savvy workforce, including the 

importance of the involvement of senior executives and management and how to develop highly 
engaging and effective cybersecurity awareness programs.

The Cyber Resilience Fundamentals course ensures you develop a solid grasp on the 
foundations of cybersecurity and business fundamentals required to advance your 
career. The advanced program will cover the following core areas, the building blocks 
to your success:

Developing a High-Impact Strategy

Identify non-negotiable controls in your organization and learn how to reduce your cyber risk 
profile by implementing non-negotiable controls. Discover how to conduct a business-centric 
cyber risk assessment, identify your crown jewels and focus limited resources on building strong 
cyber resilience.

Securing the Supply Chain

Understand the risks of third parties and learn how to segment suppliers according to risk 
exposure. Learn the importance of managing these risks and discover how to build risk-based 
cyber-assurance programs over suppliers, third parties and business partners while promoting 
business agility and innovation. Also, understand security assurance reports and the importance 
of baking these into contracts with third parties.

Introduction — The Five Anchors of Cyber Resilience

Hear from best-selling author Phil Zongo about what drove him to write the Five Anchors of Cyber 
Resilience and how he accelerated to the top. This module provides an overview of the 
development of cybercrime. Learn why cyber risk is a business problem, not just an IT problem, 
and develop effective ways to manage cyber risk.

Learn to drive a 
cyber resilient 
culture in your 
organization
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WHAT YOU’LL LEARN

Cyber Incident Management

Develop a deep understanding of the implications of business change, especially digital 
transformation, and cloud computing, on cyber resilience and learn how to embed digital trust 
into new products early. Understand data classification and its importance in cloud security and 

plan and prepare for cloud service outages. Learn how to develop and run a cyber crisis exercise 
that aligns with business objectives and watch a simulated cyber crisis exercise to deepen your 
understanding.

Effective Cyber Governance

Learn how to drive the tone at the top and establish a cyber risk governance committee to send 
the message that cybersecurity is a business issue. Understand the value of business -centered 
cyber risk metrics and learn how to develop lean, efficient, and highly effective governance 
structures to objectively measure and continuously improve cyber resilience frameworks.

HOW YOU’LL LEARN
Our promise at the Cyber Leadership Institute is to provide you with world-class education 
programs delivered by seasoned cyber executives

The course will be delivered via an online e-learning platform accessible on your desktop or 
mobile device, wherever you are. You’ll be able to listen to recordings, watch training videos and 
read transcripts to suit your learning needs. Each week we will provide a number of practical step-
by-step action items to help you implement what you have learned, putting the tools at your 
fingertips to make immediate changes within your organization.

Underpinning the Cyber Resilience Fundamentals course is 
the best-selling cybersecurity strategy book, The Five 
Anchors of Cyber Resilience. The book has received 
widespread acclaim from leading magazines and one of the 
largest global cybersecurity associations for its ability to 
engage everyone in cyber resilience, from senior business 
leaders to frontline staff.

Conclusion - Accelerating your cyber career

As a conclusion to the course, you'll discover more about the cyber career opportunities 
available and what skills are required to attain a senior cyber executive position. Learn how to 
develop a plan to achieve your career goals and walk through a cyber executive career case 
study to understand key contributing factors that supports success. Don't settle for less than 
you deserve, expect career success and claim it
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WHO YOU’LL LEARN FROM

Darren Argyle, Chairman and Co-Founder

• Ranked Top 100 Global CISO for 2016 and Top 100 Global Cyber Security 
Influencers for 2017 by SC Magazine

• Former CISO of Qantas Airlines, Australia’s Nation Flag Carrier

• Group CIRO of a global bank

• Board member and keynote speaker with over 20 years of experience in 
executive positions

• Previously held various senior leadership roles at global cybersecurity 
firms Symantec and IBM

Jan Schreuder, COO and Co-Founder

• Former partner at a Big 4 professional services firm in
Switzerland, Australia, and South Africa for more than 25 years, where he
held various leadership roles and led cybersecurity consulting projects for
some of the largest financial services organizations in the world

• Over 35 years of consulting experience, managing large teams to deliver 
complex cyber transformational projects

• Experienced advisor to executives and boards on cyber resilience and 
digital transformation

Phil Zongo, CEO and Co-Founder

The Cyber Resilience Fundamentals course is led by Phil Zongo, a multi-award-
winning cybersecurity executive and bestselling author with more than 16 years 
of international cyber risk and security experience. Having presented to 
hundreds of professionals and business executives across dozens of events and 
conferences and with thought leadership articles published in several business 
journals, Phil is well-placed to translate the core message of cyber resilience 
into actionable executive-level insights.

In 2017, Phil was invited to Chicago, USA, where he received one of ISACA’s 
highest global honors that recognizes individuals who have made major 
contributions to publications in IS audit, control or security. ISACA is the largest 
IT governance association worldwide.

Phil has been featured in multiple channels (ISACA International Magazine, The NZ Business Herald, IT News and 
more). He has won multiple industry awards for exemplary leadership.

Phil will be supported by two cyber veterans and co-founders of the Cyber Leadership Institute, who will impart 
practical cyber leadership experience. 

The Cyber Resilience Fundamentals has been created by a team of three 
respected global cyber leaders with years of combined experience helping 

global enterprises accelerate their cyber resilience postures.
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REQUIREMENTS

You must complete all course modules and pass an exam to demonstrate your understanding and 
competency. In order to pass this course and obtain a digital credentials badge, you must score 
80% or higher on the exam. The exam is 20 questions and multiple choice. 

WHAT YOU’LL RECEIVE

We have partnered with Credly’s Acclaim platform to provide you 
with a verifiable digital badge upon completing the CRF. You can 
include your CRF badge in email signatures, resume or social 

media profiles. The badge contains verified metadata that 
describes the rigorous process required to earn the qualification.

ADDITIONAL BENEFITS

321

Reference Book: Five 
Anchors of Cyber 
Resilience e-book, by 
Phil Zongo, Amazon 
Best Seller

Resource library: 
Access to free 
resources—cyber 
resilience playbooks, 
guides, 
methodologies and 
tools.

Cyber Leadership 
Hub: Free 
membership to the 
online global Cyber 
Leadership Hub



Cyber Leadership Institute

Level 33
Australia Square
264 George St
Sydney NSW 2000

contact@cyberleadershipinstitute.com 

CYBER RESILIENCE FUNDAMENTALS

Supercharge your cybersecurity career

Register Now

About The Cyber Leadership Institute

Our mission is to empower cyber leaders to embrace the technological 
revolution and improve the way we all live, work and interact.
Our purpose is to give business leaders the skills to confidently lead their 
organizations in the digital economy.
We strive to:
1. Develop cyber leaders who build resilience into business strategy
2. Empower business leaders to develop sustainable cyber strategies
3. Inspire leaders to work together to secure our digital world

https://cyberleadershipinstitute.com/cyber-resilience-fundamentals/

https://cyberleadershipinstitute.com/cyber-resilience-fundamentals/
https://cyberleadershipinstitute.com/cyber-resilience-fundamentals/

